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MpucTpin Mm’akoro nycky LITE+ 16

LLlaHoBHWI nokyneLb

Llen npucTpivi NpONLLOB NOBHUIN LMK TECTYBaHHA Ta rOTOBUI 40 BUKOPUCTAHHS.
Byab-nacka yBaXHO O3HanMoMTeCb 3 L€ IHCTpyKUieto neped  TuM, $K
r BUKOPUCTOBYBATU NPUCTPIN.
Bynob-nacka 3ayBaxTe, WO MiAKNIOYEHHS NPUCTPOID AO3BONSETLCA TiNlbKU
L nepcoHany 3 BianoBigHO kBanidikadicto.
36epiranTte Lo iHCTPYKLIiIO Y AOCTYMHOMY MiCLyi.
“ [ns 3anobiraHHs HellacHUX BUNaAkiB CyBOpPO AOTPUMYMTECH NpaBun 6e3neku

3aBkau BigKknwYanTe NpUCTpiM Big Hanpyru nepepn OyAb-sikKUM MNiAKNOYEHHsIM ab6o
o6cnyroByBaHHAM.

Bupo6Huk 3anuwae 3a cobot npaBo Ha Byab-siki 3MiHW, siki He BMMUBAOTb Ha 3asiBrieHi pobodi
XapaKTePUCTUKM abo hyHKLiOHaMNbHICTb NPUCTPOLO.

BvpoGHMK MOCTiiHO npautoe Hag YOoCKOHaneHHsIM nporpamHoro 3abesnedenHs (M13) Ta
PO3LUNPEHHAM (DYHKLIIOHANBHUX MOXITMBOCTEN NPUCTPOIO.

Komnnekrauis

1. TMpucTpin M’'sikoro nycky LITE+ 16 -- 1 wr
2. [apaHTinHWM TanoH

O6nacTb 3acToCyBaHHSA

Mpuctpinn M'sikoro nycky (MMI1) gae MOXNMBICTb M’IKOTO PEryntoBaHHS eMeKTPUYHOro CTPyMy
NPUCTPOIO, WO MIAKMIOYEHO Yy SIKOCTi HaBaHTaXEHHS Mif Yac 3amnycKy Ta perynioBaHHs 4acy
HapoLLyBaHHS NMOTY>XHOCTI Y LUIMPOKOMY Aiana3oHi 3Ha4YeHb.

TexXHIYHi XapakTepucTukm

lMapamempu

XuenerHsi ~230 B +10%/-15% 50Iy,

BnacHe cnoxueaHHsi 2Bm

MakcumanbHul HOMiHanbHUl cmpyM HagdaHmaxxeHHs1: 16 Amnep

MakcumanbHuli cmapmoeuli cmpyM HasaHMaxeHHsi (Ha npoms3i 1 cekyHOu
enpodoex cmapmy): 40 Amnep

Yac s3miHu nomyxHocmi 6id 10 o 100% 1 - 9 ceKkyHO (peaynbosaHuli)

Knac 3axucmy: IP20

Bumozu 0o 308HiWHBO20 cepedosuuia
-poboya memnepamypa cepedosuwa: +10 .. +40°C
-memnepamypa 36epieaHHs1 -10 .. +60 °C

IHCTpYyKUis KopucTyBaya

- goroeicme He binbwe 70% 6e3 ymeopeHHs KoHOeHcamy

Monmax

- 2Hy4yKul 00HO- abo b6azamoxurnbHuli nposid: 6id 1,5 do 2,5 Mm? mpu xunu (ga3sa, Hynb,
3emJis1) 3 Komymaujero Ha egpo-po3emky 220 B, 16 A.

3oeHiwHi po3mipu

125x87x58 mm
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IHCTpYyKUis KopucTyBaya

AnapaTHui iHTepdenc

HanawTyBaHHSA

IHavkaTop 1

IHavkaTop 2 Knonka

Perynsatop

Burnka

Posetka

Man.1 CxemaTtuyHe 306paxeHHs1 eENeMeHTIB kepyBaHHs Ta iHaukauii LITE+ 16

BignosigHo A0 mMantoHKy 1
OpraHu kepyBaHHS:
®  perynsaTtop — NOTEHLiOMETP, Lo BCTAHOBMIOE Yac cTapTy (Bi4 1 Ao 9 cek)
e  KHOMKa
IHOuKauis:
e  iHaukaTop 1* — ABOKONIPHWUIA CBITNOAIOA: 3eMeHUI Ta YEePBOHNI (CYMiLLl OPaH>KEBWI)
e  iHOuKaTop 2* - ABOKOMIPHUI CBITNOAIOA: CUHIM Ta YepBOHWI (CyMmill chioneToBuin)
* - KONK CBITATbCSt 06UABa KONbOPU OAHOYACHO KOMip CBIiTIHHS € CyMillLL0 060X KonbopiB
KomyTauis
e  Bunka (eBpo-ctaHgapt 220 B)
e  poseTka (eBpo-cTaHgapT 220 B)

[ocTynHi HanawTyBaHHS:

1. 3miHa 4acy nOBINbHOrO nNycky - BigKOperyiTe 4ac CcTapTy 3a [JOMOMOrot
noteHuuometrpa abo nporpamHoro iHTepdpency. KpaHe niBe  NOMOXEHHS
noTeHuUioMeTpa Bignosigae 3HadeHHO 1 cekyHAaa, KpanHe npase - 9 cekyHA LWkana e
NiHiNHO0.

2. TlpncTpin Mae MOXINUBICTb HaNaWTyBaHHA anropuTMy 3MiHW MOTYXXHOCTI Mig Yac cTapTy.
Lle pemoHcTpye rpachik, HaBegeHu Ha Mman.2. 3a 3aMOBYaHHSM nNapamMeTp
BCTAHOBMEHO 2 (4epBOHWIA), LLO BiAMOBIAAE MiHINHIA 3MiHI NOTYXHOCTI. HanawTyBaHHSA
LbOro Ta iHWMX NapameTpiB AOCTYMHO Yepes NporpaMHuin iHTepdenc.
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HoTyxHiCcTE

40%

20%

0,0000

Yac

Man. 2 Ipadik Wwoao koedilieHTy HEMIHIMHOCTI 3MiHX MNOTYXXHOCTI M Yac M’SIKOro CTapTy.

[etanbHuin onuc 3MiHM HanawTyBaHb 3HaXoAATbLCSA y po3aini “MporpamuHui iHTepdeic”, Tabn. 5

DyHKLT 3axmcTy

1. Tepmo3saxucr.
MpucTpivi ocHalleHn TepMoaaTUMKOM, SKUA BU3HAYaE TeMnepaTypy BHYTPILLUHIX CUMOBUX BY3niB.
Akwo Temnepartypa AoCArNa KPUTUHHOTO 3HAYEHHS, NPUCTPUIN BUMMKAE HABaHTaXEHHS, Ta O4ikye
3HWKEHHS BHYTPILLHBOI TemnepaTypu 40 AOMNYCTUMOrO 3HAYEHHS.

2. 3axucT no CTPyMy CMOXWBaHHS.
MpuCTpUin TakoX OCHALLEHUA CEHCOPOM CTPyMy, WO AAE MOXIUBICTb KOHTPOMIOBATU CTPYM
crnoxuBaHHsa. [pyv  nepeBWLLUEHHI MPUNYCTUMOrO CTPYMY CMOXMUBAHHA MPUCTPIN  BUMKKAE
HaBaHTaXXeHHs Ta odikye Ha Aii onepartopa. Buxig 3 uboro ctaHy BigOyBaeTbCsi HATUCKaHHAM
KHOMKW.
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Cnig 3ayBaxuTu, LWo B6y,u,osaHa cuctema 3axucty Bij MepeBaHTaXeHHA He
CMPOMOXHA 3aXUCTUTW NPUCTPIN Bif KOPOTKOro 3aMUKaHHS Y naHuwry HaBaHTaXeHHsA,
TOMY 060B'A3KOBUM € BUKOPUCTAHHA aBTOMATU4YHOro BMMMKa4da.

¥

Bci dyHKUIT HanawTyBaHHA [OCTYMNHI Y NporpaMHOMYy iHTepdeNnci.

BigobparkeHHs NOTOYHOro CTaHy

1. 3eu4aliHul pexum:

Axwo ceitnogion (1) CBITUTL 3eNeHNM KONMbOPOM, a CBITNoaioa (2) He CBITUTLCS, Lie BKA3ye Ha
Te, wo Ml nepebyBae y pexumi “CTOIN”, HaBaHTaXXeHHS BigKMOYeHe, NPUCTPIN 3ynnHeHo (byno
HaTUCHYTO KHOMKY, abo oTpumaHa komaHga “CTOIlN” 3 nporpamHoro iHTepdency).

Min yac npouenypu noeinbHoro crapty ceitnogiosn (1) 6numae YepBOHMM KOMbOPOM Ha THi
3eneHoro. o 3aBeplieHHi ctapTy cBitnogiog (1) ©yge cBiTUTUCS 3eneHUM KOMbOpOM, a
cBiTnogioa (2) po3noyHe GnrMmaT YEpBOHUM KONMbOPOM MPOMOPLIAHO CTPYMy HaBaHTaxeHHs Lle
BiANoBiAae WTaTHI cutyauii.

AKWO nicna BUKOHAHHS MOBINbHOrO CTapTy cBiTnogiod (1) CBITUTb 3eNeHUM KOMbOpoM, a
ceiTnogiog (2) 6rMMae CWHIM KONMbOPOM - L€ CBiAYMTb MpO BIiACYTHICTb HaBaHTAXEHHS -
MOXIUBUI OBpVB APOTY Y NaHutory. Taka cuTyauis MOXe BUHWKHYTW Y pasi BBIMKHEHHS dyHKLUIT
OeTeKUii NpUCYTHOCTI HaBaHTaXeHHs (goknagHiwe y posaaini “lMporpamHui iHTepdenc”).

2. Pexum 3axucmy.

Y ubomy pexumi ceitnogiog (1) 6yae 6nmaTt 4epBOHUM KONbOPOM, @ KOnip CBIiTiHHS CBiTNoaioay
(2) Bignosigae NpuunHi aBapii: YepPBOHUI - NepeBaHTAXEHHHSA (CTPYM CMOXMBaHHS nNepebinbLune
npunyctume (BCTAHOBINEHE) 3HAYE€HHs), CUHIN - neperpiB (BHYTPILLIHA TemnepaTypa NpUCTPOIo
nepesyLLye NpunycTuMe (BCTaHOBMNEHe) 3Ha4eHHs). Buxiag 3 nepLuoi cutyadii BinbysaeTbcs nue
3a [OMOMOrOl0 HaTUCKaHHA Ha KHOMKYy - npucTpin nepevipge B pexum “CTOMM”. Mpu ubomy
HanonernMBO PeKOMEHAYEMO MepeBipUTU NaHUIOr HaBaHTaXeHHs nepea HACTYMHUM
3anyckoM. Buxig i3 cuTyauii 3 neperpiBom - nuLie nicns OXONoMKEHHS NPUCTPOI0 A0 AONYCTUMOI
Temneparypu.

3agns CMPOLLEHHSA CMPUAHATTSA NOTOYHOIO CTaHy CTBOp€eHa Tabnuus 1:

MpucTpin m’akoro nycky LITE+ 16

IHCTpYyKUis KopucTyBaya

O.H)K.Vlﬁ YepBoHUN - BumkHeHO BukoHyeTbCA NOBINbHUI CTapT
bnumae
Ha Tni
3eneHoro

BeneHuit MocriitHo Briumae MOBINLHMIA CTApT BUKOHAHO,

CBITUTb HaBaHTaXeHHS N Hanpyroo,
iHTEHCUBHICTb cnanaxis cBiTnoaioaa 2
nponopuinHa CTpymMy HaBaHTaXKEHHS

Brimmae MocTiiHo CnpautoBaB 3axucT Bif neperpisy

CBiTUTb
Bnumae MocTinHo CnpautoBaB 3axuCT Bif NepeBaHTaXeHHS
CBITUTb

- MocTinHo Bnvmae [MoBiNbHWI CTapT BUKOHAHO,

CBITUTb HaBaHTaXeHHs BiAcyTHe (abo cTpym
cnoxvBaHHs He nepesuwye 100 MA),
BiAANOBIAHO HABaHTaXEHHS BUMKHEHO
(Hanpyra XvBNEeHHs! Ha HaBaHTaXeHHs! He
nogaeTbes).

- MocTiiHo Brnvmatotb MpucTpivi NnepeBedeHoO y pexnum
CBITUTB no yepai “aBapiiiHOi 3yN1HKI” 33 AOMOMOTOI0
abo Beb-iHTepdency
bnumae

MporpamHun iHTepdenc

MporpamHuin iHTepdelic peanizoBaHuii y BUrnsigi Beb-3actocyHky. Be6-3acTocyHok npaLtoe y BCix
cyyacHux Beb-bpaysepax, sk Ha ctauioHapHux MK Tak i Ha nnaHweTax Ta cmapTdoHax.

MpeiHiuianizauis Ta aBTOHOMHUIA peXum

Mpy nepwomy 3anycky MMl He Mae gaHux AnNS Nig’€AHaHHA [0 TOYKWM JOCTYMY NOKanbHOI
Mepexi. ToMy npunag nepexoanTb Y PeXuM, KOnu BiH caMm eMyrtoe ToUKy JocTyny, man.3 i ue gae
3Mory 34iNCHUTY Nig’eAHaHHs A0 Npunagy Ta 34iNCHUTU HeOoOXiAHI HanalTyBaHHS.

3a 3amoBYaHHSIM ToYKa AocTyny HasuBaeTbest “LITEMQTT”, naponb Ton camuii, a IP-agpeca
npuctpoto 192.168.4.1.

Lle aBTOHOMHWMIN pexum po6otu MM, y skomy BiH Hemae AoCTyny A0 Mepexi IHTepHeT. Y

Tabnuus 1.
Csitnogiog (iHavkatop 1) | Ceitnogiog (iHankatop 2) CraH npuctpoto
Konip CraH Konip CraH
BeneHuit Brimae - - HanawTysanHs Wi Fi-3s'siaky
3eneHnn I'IopTitho - BuMkHeHO “CTOIN” npucTpuii 3ynnHeHo, Hanpyra Ha
CBITUTB HaBaHTaXeHHS He NoAaETbCs

po3aini “ObMexeHHs aBTOHOMHOIO pexumy” AeTanbHO OMNMCaHi Oesiki PU3UKU LbOro pexmnMy Ta
CKOPOYEHHS (PYHKLIIOHANBbHNX MOXITMBOCTEN.

man. 3 Cnucok JocTynHux 6e3apoToBMX MEpPEX

E'@ LITEMQTT
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[ns nepexody y NMOBHOLHHWIA pexuM poboTu npunagy HeobxigHo HanawTyBaTn 6e3gpoToBe
3’eAHaHHs. [ns uboro HeobXiaHO:

- NPMEQHATUCb A0 aBTOHOMHOI MepexXi. AKLOo 3pobuTu Lie 3a JOMOMOrol CMapTgoHy, TO
Opaysep 3i CTOpiHKOW MpeiHiyianisauii Mae BigKpuBaTUCA aBTOMAaTWYHO. Y pasi, KON LbOoro He
cTtanocb abo Konu Us npoueaypa NpoBOAMTLCSA Ha KOMM'lOTepi, HeobxigHo BigkuTn Gpaysep

CaMOCTINHO Ta MnepevTu 3a agpecor
http://192.168.4.1/preinit, OVYB.
u MarnoHOK 4.
- BBECTU HeoOXiaHi AaHi.
Ha cTopiHui npucyTHi 5 TekcToBMX
nonie, ki HeobXxigHO 3anoBHUTU Ta

Liwi e cHamawTyBaHHA Wi-Fi / Wi-Fi
Settings

Kondirypauis Wi-Fi / Wi-Fi
configuration

192.168.4.

BMOGIp MOBWM y BWMSAi BUNagalovoro
cnucky. TekCTOBI norns oKpiM nepLuoro
npuiiMaloTb  MakCcUMarnbHy —[JOBXUHY
pgaHux y 16 cumsoniB. Y SKOCTI
CUMBOIMIB  MPUUMAKOTbCA  NATMHCbKI
nitepw, umdpn Ta AesKi CUMBOMK.
Mepwe none — Yucno Big 1 go 254.
‘ Adpeca npucTpold B aBTOHOMHOMY
peXuMi. BoHa noBMHHa  ByTun

| LITEMQTT

YHiKanbHot. 3a
popisHioe: 192.168.4.1.
‘ MoxnumBa nocnigoBHICTL Ain - npwu
KOHapirypauii KOXHOIo HOBOIO
NPUCTPOLO oApasy 3MiHIOBATH Lie YMCIo
3 1 Ha HacTymnHe BinbHe.
Mpun HasBHOCTI  [eKirnbKoX
| ‘ loT-npucTpoiB 3 04HAKOBOK agpecoro
BUHUKaE KOHCpriKT 6e3gpoToBoi

3aMOBYaHHAM

agpecy € 0O0OB’AI3KOBMM KpPOKOM NS
3anobiraHHs MepexxeBuX KOHMIIKTIB.

| ‘ Mepexi, TOMy npu3HavaTu YyHiKanbHy

| ENGLISH v|

3actocysatu [ Apply

[pyre nore — (060B’A3KOBE) APYXHsI Ha3Ba MPUCTPOK. 3a 3aMOBYYBaHHSIM, sIK MOKa3aHO Ha
Man.5, BoHO mMae 3HadeHHs “LITEMQTT”, ane moxe 6yTn 3miHeHO kopucTyBaveMm. [aHi 3 uporo
nons BMKOPUCTOBYIOTBCS Npu Nig’eaHaHHi o 6pokepa MQTT Ta sik Ha3Ba TOYKM JOCTyny B pasi
nepebysaHHsi NMI1 y aBTOHOMHOMY peXuMi.

Tpete none — (oboB’A3koBE) Naposnb

man. 4 CtopiHka npeiniuianizauii

npuctpoto. Lien naponb 3axuviiae CTopiHKy
HanawTyBaHb, OHOBMEHHS1 MIKPOKOAY, OMUiOHaNbHO MepLly CTOPIHKY Ta BUKOPUCTOBYETHCS Y
AIKOCTi Maporto A0 TOYKW AOCTYMNY aBTOHOMHOIO PeXUMY.

MpucTpin m’akoro nycky LITE+ 16
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Ane, SKWO BiH Mae [OBXMHY MeHWe 8 cumBoniB, TO Yy SKOCTI napons Ans TOYku AocTyny
BMKOPVCTOBYBaTUMETbCA MOYATKOBWIA Maponb 3a 3amMoOBYyBaHHSAM.. [loyaTkoBui naponb

_ (naTuHcbki niTepm).

YeTBepTe nore — (onuioHanbHe) Ha3Ba TOYKM AOCTYMY, A0 AKOi NOTPIOHO NpUeEAHaTUCS.

[TaTe none — (onuioHanbLHO) BiANOBIAHO NAPOMb TOYKM AOCTYMY.

Takox MoxHa BMBpaTh Ha skin MoBi ByayTb Bigobpaxatucs y noganbLoMy BCi CTOPIHKK (Kpim
CTOpIHKM iHiLiani3auii), aHrnikcbkolo abo yKpaiHCLKOLO.

BaxnuBo: npy NomMvnkoBOMY BBOAi Ha3BW Touku JocTyny abo naponto, NMI 6yae He B 3mMO3i
npueaHatucsa go Wi-Fi i npubnusHo yepes 30 cek nicnst Aekinbkox HeBAanmx cnpob npuegHaHHs
[0 NoKanbHOI Mepexi 3anuwWTbCs B aBTOHOMHOMY pexumi. [Jokn He Byae BkasaHO AaHi TOYKM
poctyny MM nepebyBaTuMe B aBTOHOMHOMY PEXUMI.

AHarnoriyHa cuTyauis BiaOyBaeTbCsi MpW CKMAAHHI HanawTyBaHb Npunagy A0 NoYaTKOBMX
di3nyHoto KHoMkoto (man. 1).

Po6ota npucTpoo B @aBTOHOMHOMY PexuMi BiAOyBaeTbCS 3 MEBHNUMMN OOMEXEHHAMM MPO SAKi
[eTanbHO ckasaHo y po3gini “ObmMexXeHHst aBTOHOMHOTO PEXUMY”.

lMepexig Ha cTapToBY CTOPIHKY 3i CTOPIHKM MpeiHiuianisauii 34iNCHI0ETLCS HAaTUCKaHHAM Ha
norotun (IHT JITO) y BepxHbOMY NiBOMY KyTi CTOPiHKW, Mar. 4.

NMoBHOMYHKLiOHaNbHUI peXxum

Micna ycniwHoro npveaHaHHA Ao nokanbHoi mepexi Wi-Fi Bigkputn Be6-3aCTOCYHOK MOXHa
HabpaBwwn y Gpaysepi nocunanHsa http://<im’a npuctporo>/, Hanpuknag http:/litemqtt/, akwo
BKasaHe iM’s, ik Ha man.4. Ane, Ha Xarnb, He BCi MPUCTPOI NiATPUMYIOTb NEPETBOPEHHS IMEHI Ha
IP-agpecy.

Ak anbTepHaTvMBa, HeobxigHO 3HalTu IP-agpecy NpUCTPOK Yy MOKanbHi Mepexi iHW1MK
3acobamu.

Hanpwvknap, siKWwo nokanbHa agpeca Bu3HaveHa sk 192.168.1.114, 1o y 6pay3epi HeobxigHO
BBECTM afpecy Ha KwTanT: http://192.168.1.114/ niactaBmBLUM 3HANOEHY agpecy Ans nepexogy
Ha CTapTOBY CTOPIHKY (4ani Be6-3aCTOCYHOK)

ABTopu3sauin

Bxig CTopiHKm
Beb-3aCTOCYHKY
http://192.168.1.114 3axulleHi  naponem,

KM Byno BkasaHo y
TpeTboMy noni dopmu
npeididianisauii, man.4
Im's kopucryeaua | iotadmin Hianor  asTopu3auis
nokasaHo Ha man. 5

Bawe 3'eAHaHHA 3 UMM CARTOM HE KOHDIASHUIRHE

man.5 AsTopu3sauia Ha
CTOPIHKY, AKY
3axuLLEeHO naporem

Mapone see
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IM'st kopucTyBada _ Maponb agMiHicTpaTopa BKasaHW paHille y TPpeTboMy
noni, man. 4

[ani aBTopusauii neBHuIn yac 36epiraloTbest y Opay3epi i NOBTOPHI BiABiAYyBaHHS CTOPIHOK Ha
uer Yyac He BMMaraTuMyTb aBTopwmsadii. [licng Bpanoi asBTopum3auii BigKkpMBaeTbcd obpaHa
CTOpiHKa.

3aranbHi BigoMocTi Npo enemMeHTn kepyBaHHA y Be6-3aCTOCYHKY
o ;
Efs == . gubip mosu

MEHI0 ma aKkmueHa cmopiHka 3 rnidceiveHuUM

HAMMED HAMALITYBAHHA miom

HAXKBEO NoyaTox: 00:00

S OYIKYBAHHHA
192,168.1.114 nig'eaxaHs: 1 -

iHOukamopu
omMoYHo2o cmaHy npunady

[Tay3a

10 xa. 4yekbokc (6cmaHoernoe abo 3Himae “panopeus”)

Am MHa SYTIMHEA
AsapitHa SYTTHHKA M7IUMKa, KOXHa MAumKa Mae Ce0K Hasgy, Miumku

YBIMICHYT] MoXymb 6ymu  po3mawiosaHi 8cepeluHi  iHWux
MuMmokK
e/leMeHmMu KepyeaHHs
$ v X Haropy
BcranoswTy gaty =
ey
KHOrKa nidmeepdxxeHHs1 ma
Tak iHOuKkamop He3bepexeHux OaHUX Ha rnaumui

* Anpeca Gpoxepa cmaHOapmHi rons  8800y:

= mekcmose none,
mgttff W | cnadaroyudl CIUCOK;

0608’53K08i nonsi
mugtis: Mapont M03HaYalMbCs  YEPBOHOK

| 3ipoyKoro

lNoHeninok
BisTopok
Cepena
YeTeep
MN'aTHMUSA
CyboTa
Hepnina

Bci aHi

2pyna subopy “00uH enemeHm 3i criucky”
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Mepa cTopiHka

e
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T Lite+ 14T Lite+ QEITEIE
LIMITED OMNLINE l|||I LIMITED HAXMBD

| |
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man. 6 Meplua cTopiHka B aBTOHOMHOMY PEXWMi 0 BCTaHOBIEHHSI BHYTPILLUHLOMO KaneHaaps mar. 7 lNeplua cTopiHka y NoBHOYHKLIOHaNbHOMY pexumi

Burnsa neplioi  cTopiHkM Be6-3aCTOCYHKY B a@BTOHOMHOMY Ta MOBHOMYHKLiOHaNbHOMY
pexumax BiApPI3HAETLCA NWLLe [0AaTKOBUM MYyHKTOM MEHI0O B aBTOHOMHOMY pexumMi (a came
“HanawTtyBaHHa Wi-Fi”) Ta nokasaHo Ha mantoHkax 6 Ta 7 BignoBifgHo.

Y nopiBHsAHHI 3 iHTepdericom CTM10 / CTM-16, Ha cTopiHui 3'aBunack “nnutka” “LITE+”,
3afava aKkoi Bijobpaxxatu ctaH MM Ta HanawTyBaHb.
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Y BepxHil YacTWHI CTOPIHKM MpPaBOpyY pO3TalloBaHi iKOHKM BUOOPY MOBW Ta iHAMKaTOpU

NOTOYHOIo CTaHy 3acTo

1. InpukaTop “3ynuHeHO” curHaniaye npo Te, Lo NpUCTPIi NepeBefeHO KOpUCTyBadveM y

https://iht.com.ua/

CYHKY, Man. 8

aBapiiHNN pexum.
Llen ingnkatop moxe nepebyBati B 0OQHOMY 3 ABOX CTaHiB, sIki AeTani3oBaHi y Tabn.2

I W = pa

man. 8 IHamkartopu

6 / B

Lite+ LITEMQTT

192.168.1.114 nig'eaHaHb: 1

5

MOTOYHOrO CTaHy 3aCTOCYHKY

MpucTpin m’akoro nycky LITE+ 16

Tabnuuga 2 Pexxum “ABapiiHa 3ynuHka”
CraH [etanbHuii onuc
HeaktuBHui
AKTUBHUI.

S¥MWHEHO

AkTnBYyETbCH @60 HaTUCKaHHAM (hi3nyHOT KHOMKM Mig Yac pobotu MMM
(amB. man. 1) abo nepeBefeHHsIM Yekbokca y nnuTuUi “ABapiiiHa
3ynuHKa” B NONOXEHHS “YBiIMKHYTW” abo komaHaow Yyepes MQTT
iHTepdenc.

Bigo6paxeHHs notoyHoro ctany MMM y nnuTui “Haxneo” 3amiHeTbCS

Ha BMMKHEHO

ABapifiHUI peXrM Mae HanBULLMIA NPIOPUTET i BIAMIHSE iHLWI pexumn
noB’si3aHi 3 KoMyTaLieto HaBaHTaxeHHs (man.1)

®isnyHa kHomka (4) nig yac poboTn MMM MMTTEBO NEepeBoauTL Ta
BMBOAUTb MPUCTPIV 3 peXnMy aBapiniHoi 3ynuHkK. BipTyanbHui
4YekBOKC Npu LibOMY, NOBTOPIOE Ha CTOPIHLi CTaH NPUCTPOIO.

Ane nepeBefeHHs BipTyaribHOro Yekbokca B aKTUBHUIA CTaH
KOpUCTyBa4yeM Yy Be6-3aCTOCYHKY BiApi3HAETLCSA TUM, LLO NpY LbOMY Y
BHYTPILLHII KOHpirypauii nepesanncyetbcs BignoBigHWI “npanopewb”.
Lle npm3BoanTb 4O TOrO, WO nicns nepe3aBaHTaxeHHs MM BiH,

IHCTpYyKUis KopucTyBaya

34MTaBLUN BHYTPILIHIO KOHPirypauito, Takox nepenge y pexum
aBapifiHOI 3yNUHKK.

InaukaTop “MQTT” Bigobpaxae cTaH akTMBaLii Ta 3’eaHaHHsA 3 6pokepom MQTT.
Yci ctaHu 3BefeHo y Tabn. 3

Tabnuuga 3 “CtaH iHankatopa MQTT”

CrtaH OeTtanbHun onnc

MQTT He HanawToBaHui
[JeTanbHa iHpopmauis y po3gini “HanawTyBaHHs”, naparpad
“HanawTtyBaHHa MQTT”

MQTT MQTT HanawTyBaHHS BBEAEHO, ane 3 SKUXOCb NPUYMH 3'€AHaHHS 3
MQTT 6pokepom He BCcTaHOBNEHO abo posipeaHo.

3B’A30K 3 BPOKEPOM aKTUBHUIA.

MQTT X : .
He piawe, Hix pa3 Ha XBUNMHY NyOniKyeTbCS CTaH NPUCTPOLO.
[HetanbHa iHopMaLis npeactaeneHa y po3gini “BukopuctanHs MQTT”
3. IHankaTop “HaxuBo” curHanisaye npo BCTAHOBMEHWN 3B'A30K  MiX

Be6-3aCTOCYHKOM, Yy SIKOMy KOpPUCTyBad Mepernsgae MnOTOMHUWA CTaH, 34JIMCHI0E
HanalwTyBaHHS, TOLLO Ta NPUCTPOEM.

Tak sk 3B’s130k MOBYOOBaHWMI Ha MakeTax HU3bKOrO PiBHS, Tak 3BaHMX COKeTax, TO
3aBXau icHye TanM-ayT (nouuHatoum Big 40 cekyHn Ta Ginblwe B 3anexHocTi Big
HanawTyBaHb Opay3epa Ta onepauiiHoi cucTemu), nepll Hixx Gpaysep “npuiimae
pilleHHs”, WO 3B’30K posipBaHo. ToMy iHAMKATOp 3MiHIOE CBii CTaH 3 MEBHUM
3ani3HeHHAM.

Mpn BigcyTHOCTI 3B'A3Ky Mix 3actocyHkom Ta M1 Buwe 3a3HayeHoro vacy Ha
CTOpIHLI 3'IBMAETLCA NONEPemMKEHHs, Mar. 9

man. 9 BrpaTa 3B's3ky Mix

. Beb-3acTocyHkom Ta MMM
3B'A30K BTpaueHo, Yci  cranu  iHOukatopa

BigHOBNEHHA

“HaxuBo” 3BegeHo y Tabn. 4

Tabnuus 4 “lngnkatop HAXKMBO”

CraH [etanbHui onuc

3’eaHaHHs Mix Beb-3acTocyHkom Ta [MMI posipBaHo.
MpuynHoto moxe ByTu:

- 3aBUCaHHA ApariBepa 6e3gpotosoro agantepy Ha MK abo Ha
CMapTdOHi;

- anapaTHun 36i aganTepy;
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- BIACYTHICTb XuBneHHs MMIT;

- anapaTHuii 36i TOuKkM AOCTYNy abo BiACYTHICTb XMBMEHHS Ta iHLe.
Lle He o3Hauae, Lo cam NpuUCTpili Tex nepebyBae y LibOMY CTaHi, a
nuie cBiAYUTb, Lo BEBG-3aCTOCYHOK HE MOXEe OTPMMATKH aKkTyanbHi
[OaHi Npo CTaH NpUCTPOL.

Y ubOMy CcTaHi Be6-3aCTOCYHOK NepioanYHO 3ailicHoe cnpoby
BiAHOBUTU 3’eaHaHHSA 3 MMM,

Axwo B uen yac cnpobyBaTu BUKOHATU SIKYCb Ait0 y BE6-3aCTOCYHKY
(Hanpuknag yBiMKHYTU PYYHUI PEXWM), TO 3'SBUTLCS NOBIAOMIIEHHS
npo nomMmunky, ave. man. 10

3’egHaHHst Mix Beb-3acTocyHkom Ta MMM BctaHoBneHo abo

HAXHMED .
BiJHOBMEHO..

b 4 man. 10 TloBigomMneHHs  npo
NoMUIKy

3anuUT HEKOPEKTHUIA

IP-agpeca Ta KinbKicTb aKTUBHMX nig’€A4HaHb: BigoOpaxalTb BiANOBIAHO
iHpopmauito npo nokanbHy IP-agpecy npucTpolo Ta KinbkicTb Beb-3acTOCYHKIB, AKi y
uen vac nig’egHaHo go MMr.

TeKkcT “BinbHO 6anTiB” Ta 4Mcrno nepen HYWM iH(OPMYKOTb NPO KiNbKICTb BiMbHOT
onepatuHoi nam’aTi (OI), ski AOCTYNHI Hapasi NPUCTPOIO.

BinbLw getanbHO BaXNMBICTb LbOro Napamerpa onucaHo y po3agini “ObmexeHHs MQTT”
KHonka 3a [omomMorol SIKOI 34IMCHIOETbCA 3MiHa iMeHi npucTpoto. [py HaTUCKaHHI
KHOMKW Ha CTOPIHLi 3'sBnseTbea gianor, man. 11

Hoge iM'a:
LITEMQTT

Set

MpUCTRINA NEPE3EEAHTAMMTECR
nicns NepelMeHyEaHHe

man. 11 Jianor 3mMiHu iMeHi npucTpoto.

7. Bwubip moBu iHTepdelicy.
Hwk4ye iHAMKATOpPIB MOTOYHOrO CTaHy 3aCTOCYHKY pO3TallOoBaHe MeHI BigobpaxeHHs
NOTOYHOI CTOPIHKM Ta Nepexody Ha iHLLi CTOPIHKN.

Mnutka NMM “LITE+”
Oppasy nig MeH 3HaxoauTbCA Meplla MnuTka, sika npu3HadeHa Ans BigobpaKeHHs
NMOTOYHOrO CTaHy Ta HanawTysaHb MMM, man. 12.

Ha nnwutui LITE+ y pexxumi peanbHoro vacy Bifobpaxatotbes:

@ BHYTPILLHA TemnepaTypa npuctpol. Ha wkani npaBopy4 MO3Ha4YeHUN nopir
Temnepartypu 3ynuHKN.

MOTOYHWUI CTPYM CMOXMBAHHA HaBaHTaXeHHs. Ha wwkani npasopyy BKkasaHa miTka
CTPYMy nepeBaHTaxeHHs, BuLLe skoro MMM npumycoBo 3ynMHAETLCS.

pexwum, y skomy nepebysae MMI.

C | AP | Y Uil ke cTpiuui  npaBopyd  MOXYTb
10% = BinoBGpaxaTuCh IKOHKW aBapiiHOro pexumy Ta

pianory nepernagy rpadiky crapty, man 13. lNpo
LLIO CKa3aHO HUXYe.
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MapaMeTpu MEFEMFIE
CTapT napaMeTpu CTon napamMeTpw
— ) 5 sec @ 10% = -0 g 7o°C S5A T 0sec
ey - - -

man. 12 MNnuTka BinobpaxeHHs CTaHy Ta OCHOBHMX HanawTysaHb Ml

B HwxHin yactuHi nnutkn LITE+ postawosaHa nnuTka “lMapametpwn’. Mapametpu MMM
OetanizoBaHi y Tabn. 5 Ta peparytotbecsa y Aianosi, man. 13, skuiA BiAKpUBAETbCA NPU Kriky Ha
“koniwarko” , Man. 12.

Tabn.5 Mapametpu MMM

MpucTpin Mm’akoro nycky LITE+ 16

IHCTpYyKUis KopucTyBaya

Ctpym Crens ons 3HayeHHs cTpymy, 3 sikoro MNMIM nepebysaTme B

3YNUHKN, aBapinHin 3ynuHui “rNIEPEBAHTAXKEHHA".

A 3HaueHHs “0” go3sonsie poboty MNMI1 6e3 HaBaHTaxeHHs1, abo 3
HaBaHTaXeHHSIM, Lo CrioXuBae cTpyMm MeHwwe 1 Amnepa, ane
nepesipka Ha MmakcumansHo gonyctumun ansa MMM ctpym He
NPUMNUHSAETLCS.

. Yac 3HaueHHs binblue 3a “0” 403BONSE 3QINCHUTN M'sIKE rarlbMyBaHHsI
[ 3YMUHKMN, HaBaHTaXXeHHS 3a BKa3aHWMn 4ac.
cekK
AKTNBOBaHI “BBiMKHYTM BU3HA4Ye€HHSA BiACYTHOCTI HAaBaHTaXXeHHs" He

npanopui

possonse crapt, akwo NMI He BUSIBUB HaBaHTaXEHHS y
BMXigHOMY naHutory. Takox 3ynuHsie NpUcTpii y pasi obpusy y
NaHUory HaBaHTaXeHHs Nig Yyac poboTu 3 BiANOBIAHO
iHavkauieto (aue. n.1 po3ainy “Bigo6paxxeHHst NOTOYHOro CTaHy”).

“lo3BONMTM CTapT anapaTHOK KHOMKOK” JO3BONSE CTapT 3
di3nyHoi kHomku, Man. 1 Ha npunagi. B iHwomy Bunagky
[03BOreHa TinbKv aBapiliHa 3ynuHka.

“Mo3BonuTK anapaTHi HanawTyBaHHA" BCTAHOBMIOE Yac CTapTy
BMXOAAYM 3 NMOMOXEHHS NOTEHLioMeTpa, Man.2 Ta irHopye yac
CTapTy, L0 BCTAHOBIEHO Y KOHirypadii.

“[lo3BONUTK pecTapT NicnsA neperpiBy” NiCNs OXONOMKeHHS
npunagy Hwk4e “remnepatypu 3ynuHku” MMM cam 3giicHioe
pecTapT HaBaHTaXEHHS, SIKLLIO PO3KNaA B Liel MOMEHT aKTUBHUW,
He OYiKyHouM 40OaTKOBUX A KopucTyBava.

Mapametp Onwnc

= Yac Yac m’sikoro ctapTy. 3HaueHHs OCTYNHE [0 PerynioBaHHs, SKLLo
x“_/l]. cTapTy, cek | He BcTaHoBMeHuin npanopelb “lO3BONUTU anapaTHi

HanawTyBaHHA". [liana3oH 3HaveHb 1..9 cekyHa,.

MouyaTkoBa 3HaYeHHA NOTYXXHOCTI, 3 AKOT NOYNHAETLCA 3aMNyCK HABAHTAXEHHS.
@ noTy>HicTtb, | HianasoH sHadveHb 10..50 %
%

Pexxum crapty BuGip kprBOi XxapaKkTepucTuKK CTapTy: KpyTa, MiHiHa abo nonora.

[iana3oH 3Ha4veHb; -1, 0, 1

3YMUHUTBLCA.

SAkwo npanopeub “[lO3BOSIUTN pecTapT nicns
neperpiBy” BCTAHOBNEHO, TO NICNs 3HWKEHHSI TemMnepaTypu
3a YMOBM aKTUBHOTO po3knagy abo 30BHiWHLOT komaHau MMM
30iNCHUTb 3aMycK HaBaHTaXeHHS 3HOBY.

[Hiana3oH 3HayeHb 50..80 °C

e Temnepartypa, Npy AOCATHEHHI Ta BULLE SKOT MPUCTPIN aBapiiHO
(I;L

TeMmnepartypa
3ynuHkKHK, °C
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HanawTyeaHHA Lite+

MouyaTkosa @
NOTYHHICTE, %%

Pexum cTapTy

- 70

TeMmnepaTypa Jl
SYMHMHKK, °C L)

CTpyM 3ynHHEW, A
Hac 3ynuHEM, cex T

E-EIiMKH‘gTM BM3IH@G4YEHHA
BLOCYTHOCTI
H3aBaHTaXEHHA

[O3E0NUTH CTApT
ENEPAaTHOK KHOMKOK

[O0ZE0NUTH @NapaTHi
HEMNBWTYSEHHA

[O0ZE0NUTH pECTAPT
nicns neperpisy

Tak

man. 13 Oianor 3miHn napametpis LITE+

HoBi HanawTyBaHHA 3aCTOCOBAHO

man. 14 3acTocyBaHHsi HanawTyBaHb NiGTBEPOXKEHO

MpucTpin m’akoro nycky LITE+ 16

MoxnumBi NOBiAOMNEHHS NPO NOMWIKY 3BefeHi y Tabn.6

Micns nigTBepOXeHHsI
HanawTyBaHb BOHM
3aCTOCOBYHOTbCS

ogpasy (man. 14),
AKLLO nMn He
nepebysae B pobori

abo 3 HacTynHoro
cTapTy B iHLWOMY
BUMNaZKy.

Y pasi BUHUKHEHHS] NMoMuIkM Ha nnutui “LITE+”, sik nokasaHo Ha man. 12 BigobpaxaeTbes
no3Hayka y BUrmsgi TPUKYTHUKA 3i 3HAKOM OKMWKa Ta onuvc Toro, Lo came ii CMpUuydnHm1o.

IHCTpYyKUis KopucTyBaya

Tabnuuga 6. MNoBigoMNeHHs NPo NOMUIKY

MNoBigomneHHs

Onuc

CTPYM BIACYTHIN

O6puB abo BiACYTHICTb HABAHTAXEHHS Y BUXIOHOMY MaHLory.
3’IBNSAETLCA TiNbKv B pasi BCTAHOBMNEHHS npanopus “BBiMKHYTH
BU3HaYeHHA BiACYTHOCTi HaBaHTaXeHHsA"

MNEPEIPIB 3'IBNSETLCA B pasi 3pocTaHHs TemnepaTypu BcepeanHi NpucTporo
BYLLIE BiAMNOBIAHOrO CTOM-NapameTpy y HanawTyBaHHSX.

NMEPEBAHTAXXEHHA | 3'aBnseTbcs B pasi nepeBuLLeHHs cTpyMy nig Yac pobotu MMM Buwe
BiANOBIQHOrO CTOM-NapameTpy y HanawTyBaHHSX.

BIOCYTHE 3’ABNSETLCS NpW BCTaHOBMNEHOMY npanopui “BBiMkHYTH

HABAHTAXXEHHA BU3Ha4YeHHA BiACYyTHOCTI HaBaHTaxeHHs”, akwo MM nig yac

CTapTy HEe BUABMB HaBaHTAXeEHHA Yy BI/IXi,D,HOMy naHumory.

Buintn 3 pexumy noMunku (3a BuknoydeHHsam nomunku MEPEMPIB) moxnveo knikom Ha

3Ha4YKy TPUKYTHUKa, abo O4HOpPa3oBUM HAaTUCKaHHAM Ha CbiSVI“lHy KHOMKY.

Lite+

nH, 8 keiTHA 2024 p. 0 16:45
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Y MMM LITE+ € we oaunH
KOPUCHUIA iHCTPYMEHT,
AKMIN Jo3BONsE nigibpatn
onTUManbHi

HanawTyBaHHs ans
3anycky KOPWCHOIO
HaBaHTaXXeHHS

Ha marn. 15
npeactaBneHo rpadik
cTapty AgsuryHa 750 BT 3
napameTpom cTpymy
3YMNUHKK 2A,
NoYaTKOBOIO MOTYXHICTIO
10% Ta TpwBanicTio

cTapty 3 CeK., pexum
cTapTy “nonorvin”.

Ak BMOHO Ha rpadiky
NikoBUIA CTPYM [OPIBHIOE

5.7A Ha BigmiTui 1,586

cek i Bxe nicna 2x
CeKyHA, BWXOAUTb Ha
HOMiHanbHy LinsHKY
poboTM Ta  3HaAYeHHSA
1.7A.

man. 15 Tpadik crapty
nmn
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MepernsaHyTn rpadik MOXHa HATUCHYBLUM Ha iKOHKY Jml"m , fika 3’ABNSAETLCA NICNs KOXHOIo
3anycky. [aHi 30epiraioTbCA [0 HACTYNHOrO CTapTy, $SKWO He Oyno BUMKHEHHSI 4K
nepesasaHTaxeHHs MMI1.

Mig nnutkoto “LITE+" 3HaxoguTbes nnntka “Yac”, sika Bignosigae 3a BinobpaKeHHsi OCHOBHMX
pexumis MM Ta posknagy.

Mnutka Tanmepy Ta posknaagy “Yac”

MnuTtka “Yac” noBHiCTIO aHanoriYHa Takii y kaneHgapHomy Tanmepi CTM-10. Akwo Bu Bxe
3HavoMi 3 HUM, TO Ler po3ain MoXHa NponyCcTUTK.

B aBTOHOMHOMY pexumi HeobOXiHO CaMOCTIiHO BCTAHOBMTM MNOTOYHY AaTy Ta 4ac

KnauHyBLWM Ha “Koniwarko” , LLIO po3TalloBaHe NpaBopyY Big roAMHHMUKA.

Biokpuetbca pianor, man. 16, y skoMy BignoBigHi nons BBoAy oppasy OyAyTb 3anoBHEHI
NMOTOYHOIO AATOH Ta YacoM, siKi Be6-3aCTOCYHOK OTPUMAaB Bif onepauiiHoi cuctemu.

Hata 1a Yac

18.10. 2023
15:39 G}J

O

Tak

JCTERHE OROENEH

HA

i} WHA

Man.16 [ianor BcTaHOBREHHA AaTu Ta Yacy

HeobxigHO niaTBEpPAMTW AaHi KnauHyBLUM Ha KHOMKY “Tak” Ans iX 3acToCyBaHHsSI MPUCTPOEM.
Knik Ha “XpecTuky” y npaBoMy BepxHbOMY KyTi Aianory npocTo 3akpuBae Moro 6e3 OHOBMEHHS
BHYTPILUHBOIO KaneHaaps.

B pexwumi goctyny go iHtepHety MMl camocTiiHo oguH-ABa pasu Ha 406y CUHXPOHI3ye CBiln
BHYTPILLHIA Yac 3 cepBepamMu TOYHOro 4acy. B gianosi, man. 16, nig KHOMKOK NiATBEPMKEHHS
BiJoGpaxaloTbCsa BiJOMOCTI NMPO KpaWwHi0 AaTy OHOBMEHHsI BHYTPILIHLOrO KaneHaapsi, 34iCHeHyY
BpY4HY abo aBTOMaTU4HO.

Mpw BTpaTi 3'egHaHHs 3 iHTepHeTom [TMI1 npomoBXuTb (PyHKUiOHyBaTM B aBTOHOMHOMY
pexuMi Ta nepiogMYHO HamaraTUMETbLCS BiZHOBUTY 3'€AHaHHSA 3 Toukoto gocTyny Wi-Fi.

MpucTpin m’akoro nycky LITE+ 16

IHCTpYyKUis KopucTyBaya

Pexxumun po6otu kaneHgapsa MMM

MpucTpii Moxxe nepebyBaTn y 0gHOMY 3 peXUMIB, siKi HaBedeHi y Tabnuui 7.

Tabnuuga 7 Pexxumn pobotu Tarimepy MNMI1

Pexum

[eTtanbHuii onuc

BMMKHEHO

MM nepexoanTb y pexum “BUMKHEHO” Npu yBIMKHEHHI aBapiliHOT
3ynuHKa, AvB. Tabn.2

TakoxX Liel pexum BigobpaxaTumeTbesl, SKLLO BTpayeHo
3’efHaHHsA Mix Beb-3acTocyHkom Ta LITE+ (guB. Tabn. 4), ane
NPUCTPIN NPY LbOMY NPOJOBXUTL (PYHKLIOHYBaHHS.

Tavimep MMI nepebyBae y pexunmi o4ikyBaHHS 3a OOHIEIO 3

OUYIKYBAHHSA | npramh:
- [EHHWI po3Knaj He HanalToBaHW;
- OEHHUA po3Knag BUMKHEHWI
- B AaHW (MOTOYHMI) Yac y AeHHOMY pO3Knaji Bka3aHa
naysa
— [MoTo4Hui Yac Bignosigae iHTepBany akTMBHOCTI Y po3Kknagi.
AKTMBHMWA Ha nnutui “Yac” 3'sensieTbes iHAMKaTop nporpecy Ta iHhopmalis

Npo NOYaTOoK Ta 3aBepLUeHHA BCTAHOBMNEHO iHTepBany.
Haowao

10 xm,

AKTUBHMUA

||
]
Maamess 1500 Jawtpaannn: 1600

PYUHWH

Py4HWi pexum Mae BULLMIA NPIOPUTET Hix po3knag. BiH moxe
ByTV aKTMBOBaHWIA ¥ Byab-sKUA MOMEHT 3 pexumMiB “OuvikyBaHHs"
Ta “AKTUBHWIA".

LITE+ mOxHa nepeBecTu y py4Huin pexum pobotun abo
HaTWCKaHHSA (i3n4HOI KHoMnku, Man. 1 abo 3a JonomMoroto
yekbokcy Ha NnuTUi “Py4HuUin’, sika y CBOIO Yepry po3TalloBaHa y
nnuTui “Yac” abo 3a gonomoroto komaHan MQTT.

MNepeBeaeHHs YekOOKCy y HEaKTUBHUIA CTaH NoBepTae TakMep
MMM y pexum YepryBaHHs abo aKTUBHOCTI B 3aN€XHOCTI BiA
HanawTyBaHb po3Knaay.
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Haxuso
PyuHmMi Asapiiina 3¥YTIMHKA
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Te came BigbyBa€eTbCS MiCNs TOro, AK CNNMB iHTEpPBan Py4YHOro
pexumy.

Cnipo6a yBiIMKHYTW py4HWUIA peXuM nig Yac Aii aBapiiHOi 3ynuHKK
3aBEPLUNTLCS MOBIJOMMEHHSAM

X

X

ABapiHHWUIA peXxuM
MaE BULLIMA
npiopuTert

IHCTpYyKUis KopucTyBaya

CropiHka “HanawwTyBaHHS”

IMMI nepebyBae y CTaHi OHOBNEHHS MIKPOKOAY.
|OH{] BNEH Hﬂ| | OHOBMEHHS! 3AiCHIOETLCS BUKIMIOYHO chaxiBLsimu TOB dipmu “IHT
JITA” npu BUXOAi HOBKX peni3iB 3a JOMOBMEHICTHO.

BHyTpilWwHa anapaTHa noMunka.
Mpunag HeobxigHo BianpaBuTK Ha adiarHocTuky y TOB dipmy “IHT
nTa”.

MOMWJIKA

KoxeH pexum Tarimepa 6e3nocepenHbO BMNMBaE Ha CTaH, y sikomy nepebysae MNMMI1. B cBoto
yepry, pexumu TMI1, ski Npu3BoAATb A0 WOro 3ynWUHKM, Ta KOMaHAM 3 i3N4HOI KHOMKK
6e3nocepenHb0 BNMMBalOTb Ha poboTy Talmepa Ta MOXYTb NepepuBaTV akTUBHI Bigpi3ku
posknagy.

JeTanbHilwe npo po3knaz ckazaHo y HAaCTYNMHOMY pO3Aini.

Ons  nepexogy Ha CTOpPiHKY HanawTyBaHb HeoOXidHO BUGpaTW NYHKT  MEHH
HANALLUTYBAHHA.

Ha cTopiHui po3sTawoBaHi ogHa nig ogHoto nnutku “Lite+”, “Yac”,
“HanawTtyBaHHs MQTT” Ta “Posknag’.

Mpw peparyBaHHi AaHWX y Oyab-SKi NNMTUI HanmawTyBaHb 6ina KHomkv “Tak” y Wil nnuTui

BaranbHi HanawTyBaHHs",

3'ABNSAETLCS CUMBOI @ SIKUA CUrHani3ye, LWo 3'ssBUNUCb He 36epexeHi AaHi.

Akwo cnpobyBaTy 34IACHATA OAHY 3 TaKUX AiN: 3aKPUTU CTOPIHKY, NEPENTU Ha iHLLY CTOPIHKY,
nepes3aBaHTaXUTU CTOPiHKY, TO Bpay3ep nonepeanTb KOpUCTyBaya Npo HasiBHICTb HE36epeXeHNX
[aHuX, SK nokasaHo Ha man. 17

Mopapa: He BcTaHoBnOWTEe “npanopeup’ “3abOPOHUTU L CTOPIHLi CTBOPKOBaTK
AofaTkoBi Aianorosi BikHa”. B iHWOMY Bunmagky ue npussege A0 YHEMOXIMBMIEHHS
! nonepeaXeHb NPO HasABHICTb He30epexXeHnx AaHuX.

L
3aNAMLKNTIA CaRT?

BHECEHI 3MIHK, MOXIMED, He Byae z0epexeHO.

[0 3aBoponwtd Wili CTOpIHWI CTEOPHEATH 40ASTKOE Aianarosi BikHa

man. 17 MNonepemxeHHs1 PO MOXNMBICTb BTPATU AaHUX.

MnuTtka “Lite+” € miHiManicTM4yHOI Bepcito L€l X NAUTKM Ha NepLuin CTOpiHUi i BiaoGpaxae
napamMeTpuv peanbHOro 4acy.

MnuTka “Yac” pgetanbHO onucaHa y po3aini “Mepa cropiHka”.

Mnutka “3aranbHi HanawTyBaHHA”, man. 18 onucaHa y Tabn. 8 Ta Mmae oavH napameTp:

FaraneHi HanalTyEaHHA

TpUBENICTE pEXUMY “PydHMRA™

Tak

man. 18 MNnuTka “3aranbHi HanawTyBaHHSA"
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MapameTtp

[etanbHuii onuc

1883.
[nsa 3axuweHoro 3’eaHaHHSA BignoeigHo 8883.
Ane Moxe mMatu i iHWwe 3Ha4YeHHs.

“TpuBanictb pexumy “Pyynnin”

Bunagatouunii cnmcok.

[o3Bonsie BCTaHOBMIOBATW iHTEPBAN PY4YHOrO peEXUMY 3
HaCTYMHUMK 3HavYeHHaMuK; <, 1, 2, 3, 4, 5, 10, 15, 20, 30, 45
abo 60 xBunuH

3HayeHHs « BignoBigae HeobOMexeHOMy iHTepBany Ta fie
[0 BUMKHEHHSI PyYHOTO PeXuMy, NepeBedeHHsI MPUCTPOLO y
peXuM aBapiiHOT 3ynunHKK abo Big €AHAHHS Bif XXUBINEHHS.

TloriH Crpoka. Makcumym 18 cumBornis.
IM’s1 kopucTyBaya ans astopusaldii y cepsici MQTT

MnuTka “HanawTyBaHHa MQTT”, man. 19 mae napameTpm 3BefeHi y Tabnuui 9

HanawTtysanus MOQTT

* Anpeca Gpokepa

YBIMEHEHO

| migtt:f

v |

* MopT

Nonx

I

I'Ia?u:un:-

BUKOpMCTOBYBaTH

S5L

Tak

man. 19 MNnutka “HanawTyBaHHs MQTT”, 4epBOHOO 3iPOYKOID NMO3HaYeHi 0O0B’A3KOBI NMONS.

Tabnuuga 9. Mapametpyn MQTT

Maponb Crpoka.
Maponb ansa asTopm3aaii y cepsici MQTT

BukopuctoBy | Yekbokc.

BaTn SSL Bkasye skuii TMN cepBicy BUKOPUCTOBYETLCS 3 HE3aXULLEHUM 3'€QHaHHAM abo
3 3axvweHum (SSL/TLS 3’egHaHHS).

YBIMKHEHO Yekbokc.

Jlnwe akTMBHUIA YeKBOKC iHiLioE NPUCTPIN A0 CNpobu BCTaHOBUTY 3’€4HAHHSA
3 MQTT-6pokepom.

MapameTtp OeTtanbHum onuc

Apgpeca Ctpoka. Makcumym 64 cumBonu (He BpaxoByKUYM CUMBOMN NPOTOKOMY)

Bpokepa Bpokep - ue cepeic MQTT, akun BignoBsigae 3a ynpaeniHHA nignnuckamu 1a
ny6nikavismm nomik MQTT-knieHTiB.
MQTT-knieHTaMu MOXyTb ByTU SiK NPUCTPOI “IHTEPHETY peyen”, Tak i
3aCTOCYHKW, SIK ECKTONM-, TaK i MOBInbHi.
Apnpeca 6pokepa HiuMM 3a CyTTIO He Bifipi3HSIETLCA Big agpecu cepeepis
canTisB abo iHLIKNX cepBiciB, ane Bka3sye, Lo ue came MQTT cepsic cBOiM
noyatkom “maqtt://” um “matts://”

Mopt Yucro.

3a 3amMoBYyBaHHSM NOPT Anst He3axuweHoro 3’egHaHHs MQTT mae 3HaYeHHs

HatnckanHsa KHonku “Tak” 36epexe BBeAeHi AaHi y KoHdirypauii npuctpoto.
Micnsa 36epexeHHs AaHUX Ta BiANOBIAHOMY 3Ha4YeHHI napameTpy “YBiMkHeHO” MM cnpobye
BCTAHOBUTU 3’€QHAHHSA.
Pesynerat BigobpaxaTtume iHgukatop “MQTT”, gus. Tabn. 3
HetanbHa iHdoOpMaLis cTocoBHO B3aemopii 3 6pokepom MQTT npeactaBneHa y poaaini
“BukopuctanHa MQTT”.
Mnutka “Po3knaa” npusHadeHa Ans CTBOPEHHS Ta pefaryBaHHs iHTepBaniB akTUBHOCTI
MM, man. 20
Mpu nepwomy BBiMkHeHHI Ml abo npwu cknaaHHi BCix HanmawTyBaHb (OMB. naparpad
“AnapaTtHui iHTepdenc”’) posknag BigcyTHin. Lkana mae makcumansHui gianasoH Big 0:00 no
23:59 3 kpokom 5 xBuUnuH. KoxxHa roguHa BignoBigHO nogineHa Ha 12 piBHMX Bigpi3kiB.
Onuc napameTpiB po3knagy 3sefeHo y Tabn. 10.
[Ons 3pyyHOCTi, Ha MNWUTUI po3knag posTawoBaHa nnuTka “PesepBHa konis”, sika aybnioe
dyHKLioHan NNnTKK “po3knaa” Ha cTopiHui “36epexeHHs Ta BiAHOBMNEHHS HanawTyBaHb”.
KopuctyBau mMoxe BCTaHOBUTW €OVMHWIA pO3Knag Ha BCi AHi TWxXHA abo okpemi posknagu no
KOXXHOMY OHIO TWXHSA. Po3knag 3 0gHOro NyHKTY MOXKHA KOMitoBaTU B iHLLWIA.
Jlorika poboTn 6a3yeTbCa Ha [OHAX TWKHA Ta MPOMOHYE OAMH 3 [OBOX LUMSXIB
r BMKOpPUCTaHHs: “Bcei gHi”, kKonu gie eguHuin posknag HesanexHo Bif NMOTOYHOro AHS
' TWKHS abo OKpeMW po3KNnag MO KOXHOMY AHK TWKHA. Y [Apyromy BapiaHTi
L napameTpu LiKana iHTepBarniB, KpOK iHTepBany, cTaTyc po3knagy (akTuBHuii abo
™ BUMKHEHWI) € iHAUBIAYaNnbHUMW [ONS KOXHOTO KOHKPETHOTO [HS TWIKHS, LLUO CTBOPHOE
MaKCMMaIbHO MOXIUBY THYYKICTb.
Ha nouatky HanawTyBaHb HeObOXigHO obpaTy nigxia Ans Koro CTBOpeHHsi. To6To, abo equHUn
OEHHWUIA po3knaz Ans BCiX AHiB, ab0 AeHHWI po3knag No KOKHOMY [HK OKPEMO.
Cnpoba 3anoBHWUTM OAMH abo [Jekinbka [AEHHWX PO3KNafiB Mo OKPeMuX AOHSX, a MoTiM
CTBOPUTM OEHHUI po3Knaj Ans BCiX AHIB abo HaBnaku npusseae 40 CTUPaHHS EHHOTO po3knagy
(AeHHNX po3knagis), kM Byno CTBOPEHO NepLUMM AS1S YCYHEHHS KOHMNIKTY y noriui poboTu.
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Poszxnan

Pozknag yBiMKHEHO

MoyaToK o :[:{]
KiHeub o: : 59
Kpok: XE!.HJ'IHH

MNoHeninok
BieTOpok
Cepena
YeTeep
MN'aTHUUA
Cybora
Henina

Bci gHi

Tak @

PezepEHa KoMniA

| BuSpat thaiin | wa.. amo

BigHOBMTHI

CTEOPHUTH

man. 20 MNnutka “Po3knan’Po3knas Mae rHy4ki MOXIMBOCTI MO CTBOPEHHIO iHTepBanis.
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Tabnuusa 10 MapameTpu posknagy

MNapameTp

LetanbHuin onnc

Posknapg,
YBIMKHEHO

Yekbokc.
Ao Ler YeKBOKC HeakTUBHUIA NPUCTPIN irHopyBaTMe Byab-siki CTBOPEHi
iHTepBanu y uboMy AEHHOMY pO3Kragi.

[NoyaTtok o

Cnapatouunii Cnncok.

BcraHoBUTYM Yac, 3 AKOro AeHHUI po3knag, NoYnHae Aiatu.
O6upaeTbes roguHa y BUNagatoydoMy CrUCKY Ta po3yMieTbCs, WO Mexa
noynHaeTbes Big 0 xBunuH Ta 0 cekyHA Ui€l roanHu.

3HaveHHs He Moxe ByTn BinbLIMM, HiX 3Ha4YeHHS “3akiHunTn Y.

KiHeub 0

Cnapatounii Cnncok.

BcTaHoBUTY Yac, SkMM OeHHWIA po3Kiaz, 3akiHiye CBOLO fito.
O6upaeTbes roguHa y BUNagatoydoMy CrUCKY Ta po3yMieTbCs, WO Mexa
3akiHyyeTbCsa y 59 xBUnuH Ta 59 cekyHa.

3Ha4yeHHs He Moxe ByTN MeHLWMM, HiX 3HadYeHHS “ToynHae 3”

Kpok

Cnapatounii Cnncok.
TpvBanicTb HAMMEHLLIOTO YacoBOrO BiApPi3Ky Y AEHHOMY po3knagi
Bubip cepen 3HadeHb 1, 2, 4, 5, 10 XBUMUH..

[eHb TXKHSA

lpyna Bubopy “ognH enemMeHT 3i cnucky”.
“Bci gHi” abo OKpeMo KOXKEH AeHb TUXKHS.
[Hi, y sIKMX He iCHY€e AeHHOro po3kriady No3HaYeHi YEPBOHUM KOHTYPOM.

Lkana
iHTepBanis

BepTukanbHa wkana, sika po3buta Ha 4acoBi MPOMIXKKM Ta YacoBi iHTepBanu
3rigHo ob6paHKx napameTpis.

HeaKTuBHI NPOMDKKM BUMMSAAI0Th, SIK MPSIMOKYTHUKW CIPOro KOMbopy, a KTUBHI
NPOMIXKW 3aMNOBHEHI CBITNO-OrakMTHUM KONbOPOM.

[lonomixxHi enemeHTmn vioX [03BONATb BCTaHOBNOBaTN abo ckuaatu
YacoBi NPOMIXKM A1 MOBHOI LUKanu Ta/abo Anst KOKHOI roAuHM OKPEMO.

Knik Ha KOHKPETHOMY MPSIMOKYTHUKY BMUKae abo BUMUKAE OO B 3aNeXHOCTI
Bi nonepeaHbLOro cTaHy, AnB. mMan. 21.

13:00h
vooX

h

Man. 21 AKTUBHWIA iHTepBan nounHaeTbest o 13:40 Ta 3aBepliyeTbest 0 14:00
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PesepsHa PezepeHa Komia
Konia

EuGparu dann | da...ado

BioHOBHTH

CTeopMTH

Man. 22 MNnutka cCTBOpPEHHs/BIAHOBNEHHST pe3epBHOI Konii po3knagy

[ae MoXnuBICTb 36epexeHHs1 pe3epBHOI Konii Ta ii BigHOBMEHHS.
Binbw petansHa iHdopmalis HaBegeHa y naparpadi “36epexeHHs Ta
BiJHOBINIEHHS HanawTyBaHb".

Mpu 3miHi wkanu y Bik 3BYXEHHst BCi AaHi No roguMHax Buwe abo HWX4Ye HOBUX 3HAYEHb
BTpayaTbes. [pu 3MiHi KPOKY LiKana TanMiHry nepemManbOBYETbCS, a YacoBi MPOMDKKM TakoX
06HynsATbLCS.

IcHye npocTuiA cnocib BiAKOTUTK (3a NoTpebu) BCi 3pobneHi 3aMiHN A0 iX 36epeXeHHs NPOCTUM
KNikOM Ha obpaHin onuii AHA TWXKHA (NOBTOPHO). Mpy LUBOMY 3'ABUTLCA NonepenXeHHs, man. 20.
[Ins noBepHeHHSA A0 nonepeaHix 3HavyeHb NOoTpiGHO niagTBEpANTYM Aito (kHonka “OK”).

[MoelgomaeHHA 3 192.168.1.114

MoTouHi 2miHK Dyae eTpadero. NpogoBEXKUTIAT

man. 23 lNonepemkeHHs Npo BTpaTy BHECEHUX 3MiH.

Yci BHeCeHi 3MiHM HeobxigHO niaTBepANTM KHOMNKO “Tak” ansi 36epexeHHs pesyneraTis.
36epexeHnnn posknag He byge aktmBHuM nig yYac pobotu MMM, akwo vekbokc “Po3knag
yBiIMKHEHO” nepebyBaTUMe Y HeaKTUBHOMY CTaHi.
Micna 36epexeHHs1 y BIOMNOBIQHOTO eneMeHTa [HS TUXKHS 3HUKae
Bci ,[l,Hi YepBOHWUI NPAMOKYTHVK Ta 3'ABMSETHCA MOXINMBICTE KOMiOBAHHS LibOro
OEHHOro posknagy Yy iHwuin obpaHuin aeHb. [Npu HaBegeHHi dokycy
(kypcopy) Ha Ha3By OHS TWXKHS NpaBopyY Bif Ha3BW 3'ABMAETLCA CMBOS KOMitOBaHHS.
Knik no ubomy cuMBOMy BigKpUBAE Aiarnor, Wo nokasaHo Ha man. 24
Onuii y gianosi - ue AHi TMXKHA 32 BUKIIOYEHHAM OHS 3 IKoro 06paHo konitoBaHHs. HeobxigHo
obpatu noTpibHM AeHb Ta NiaTBepAnTM BMGIp kKHOMKoo “Tak”.
DyHKUIS KONitoBaHHS A03BOSSIE 3HAYHO CKOPOTUTM Yac CTBOPEHHS Ta pefaryBaHHs iHTepBanis

IHCTpYyKUis KopucTyBaya

KonitoBatw 3:Bci gHi

B OIWH 3 00paHuXx aHiB
TUXKHA

MNoHeainok
BisTopok
Cepepa
YeTeep
N'aTHKUURA
Cyb6oTa
Heains

Tak

man. 24 [ianor konitoBaHHA AEHHOrO po3knaay

y Bunagky Bubopy noriku poboTu 3a OKpeMMMU OHSAMU TWXKHS, CUNbHOI AeTanisauii wkanmu Ta
HE3Ha4YHUMU BiAMIHHOCTSIMU MiDK OKPEMUMW AEHHMMM pOo3Knagamu.
3BepHIiTb yBary, Wo norika poboTn y BUNagKy KomitoBaHHs AaHuX 3 onuii abo B
( onuito “Bci AHI” 36epiraeTbCsa TakoK X, SIK BXXe ckasaHo BuLle. [pu KonitoBaHHI 3
onuii “BCi AHI” AaHi 3a “BCi AHI” aKTUYHO He KONilKTbCS, a NepPeMilLyoTbCs Y
L obpaHuin geHb TwkHA. [pu KonitoBaHHi y 3BOPOTHOMY HanpsiMky, To6To 3
™ Oyab-AKOro KOHKPETHOrO AHS TWXKHSA Y Onuito “BCi AHI” AaHi nepeMilyoTbes y “BCi
OHI”, @ iHWi gaHi BnaansaoTbes.
MMM MuTTEBO Nigxonntoe 36epexeHi 3MiHu.
OyeBMOHO TaKOX, WO AEeHHMIM pos3knaf Ha “BCi AHI” moTpebye MeHLle onepaTtuMBHOI nam’sTi
NMPUCTPOLO, HixX po3Knag Nno KoXHOMY AHt. Lle npaBuno ctocyeTtbes i AeTanisadii - yiam apiGHiwmn
KpOK B1BpaHo, TM GinbLue noTpibHo 36epirati iHgopMaLii BiaHOCHO iHTepBanis.

OBMeXeHHss aBTOHOMHOTO PEXUMY

Mpautoroun B aBTOHOMHOMY pexumi LITE+ He nig’egHaHuin fo 3aranbHOi MepeXi iHTepHET.
Llern dakT npvpoaHbO BWKMIOYAE BUMKOPWUCTAHHA MNPUCTPOEM TakuMxX YHKUIA SK nybnikauis
noeigomneHb y 6pokep MQTT Ta OHOBMEHHS Yacy Ha cepBepax TO4Horo yacy. Kopucrtysad mae
nogbatn nNpo nepioanyYHy KOpekuilo BHYTPIlIHbOro roamHHuka MM, sk onucaHo y naparpadi
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“MporpamHuii iHTepdbeinc” Ta nokasaHo Ha marn. 16. BHyTpiwHi roamHHuk MMM mae npubnusHe
BiAXuneHHs y 2 — 5 cekyHa Ha Jo0y.

OkpiM UbOro npunapg crae YyTnueBuM Ao cTabinbHOCTI eHepronocTavaHHs. [Npu nepepuBaHHi
XKVMBMEHHS Ta MiCNsi MOro BigHOBMIEHHSI MO0 BHYTPILLUHIA FOOUHHUK MOYMHAE CBIiM Bianik 3 1 ciyHs
1970 poky 03 roguH 00 XBUNWUH (3MMOBUIA KUIBCbKMIA Yac), SIK NokaszaHo Ha man. 6. BignosigHo,
BMKOHaHHS po3Knagy MoXKe MaTu 3HayHe BiOXUIEHHSI B Mexax NoTO4YHOI Jobu Big peanbHOro yacy

https://iht.com.ua/

B 3aNeXHOCTi Bif TOro, KOnu rogisi BTpaTU XUBMNeEHHs cTanacb. Bapto nogbatu npo OBX ans
xuBneHHst MMM y KpUTUYHKMX BUNagkax 3acToCyBaHHS.

Be3 nepeprBaHHA XUBMEHHSA ane 3a HasiBHOCTI TUMYacoBOi BTpaTh 3'€¢4HaHHSA 3 iIHTEPHETOM
y noBHodyHKUioHanbHoMy pexumi MMM, sk Bxe 6yno BigmidyeHO paHile, NPoAOBXWTb CBOH
po60OTy CnMpalymcb Ha BHYTPILLHIA FOAUHHUK 4O BiAHOBIEHHS 3'€4HAHHS.

BukopuctaHHs MQTT

Skwo sukopucmarHss MQTT He nnaHyembcs yeli ma HacmynHul po30inu MoXHa nponycmumu.

MQTT (Message Queue Telemetry Transport) - uUe npoTokon nepedadvi nNoOBIOOMMEHb 3
Tenemertpieto. Llen npotokon 6yno po3pobneHo cneuianbHO AnA NPUCTPOiB “iHTEpPHETY peden” Ans
3py4HOro 0OMiHy AaHuMu.

MpucTtpoi nepepatoTb (Ny6nikytOTb) CBOT NOBIOMIEHHSI HA CEPBICI, SKUN HA3UBAETLCS GPOKEPOM.
MpucTpoi Ta, He3anexHo Big HUX, M3 TakoX MOXYTb y SIKOCTI KNIEHTIB nignucyBaTucb y Gpokepa Ha
Bignosiai “Byann” (nodes). binblw geTansHo nNpo HioaHcu MQTT apxiTeKTypu MOXHa 03HaNOMUTUCE Ha
nybniyHnx pecypcax.

MMM LITE+ BukopucTOoByEe [fOBa By3nuM ANns nepedadi napametpiB 6pokepy. Bci napametpu
nepeparTbCs B peanbHOMY Yaci (He BpaxoByHuM 3aTPUMKY Yacy Ha nepenaqvy nakeris).

Mepwwuin By3on € kopeHeBum (TO6TO, Bignosigae wnsaAxy [IM'A MPUCTPOIKO]) i Ha Hboro
ny6nikyeTbCcsa TeNemeTpis, Lo HaBegeHa y Tabn. 11.

Tabnuusa 11. Tenemetpis MMM

Mapametp | Onwuc

p CTaH - TeKCT

MoxnumBi 3Ha4YeHHs:

Start (Hosui ctapr)

Starting (PexvmM M’SKoro 3anycky HaBaHTaXXEHHS1)
Working (HomiHanbHuii pexxvm poboTv HaBaHTaXXEHHS)
Ending (M’ska 3ynuHka HaBaHTaXKeHHs1)

Watching (HaBaHTaxeHHsi BAMKHEHO)

Setup (Kopuctysau Bigkpus fgianor HanawTysaHb, man. 13)
Abnormal (BusiBneHa nomunka, Tabn. 6)

Default Reset (CkvpaHHs HanawTyBaHb [TMI)

w OMUC NMOMUITKK - TEKCT
3HayeHHs nepepaeTbes Tinbku, AKwo p=Abnormal

MoXnuBi 3HaYeHHS:

MpucTpin Mm’akoro nycky LITE+ 16
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No Current (CTpym BigcyTHil)
Overheat (MeperpiB)

Overload ([MNepeBaHTaXeHHs)

No Load (BigcyTHicTb HaBaHTaXeHHs)

c CTPYM - YUCIIO 3 [ECATUHHOK KOMOK
t Temneparypa - 4ucno
a MOTY>XHICTb - YACMO

Opyruin By3on Bignoeigae 3a TenemeTpilo Tanumepa Ta HasuBaeTbesa “tm” (noBHwi wnsx: [IM'A
MPUCTPOLO)/tm), Tabn. 12

Tabnuusa 12. TenemeTtpis Tanmepa MMM

MapameTp OeTtanbHuin onuc

m (mode - pexum) aaHi Tuny “tekct”

Moxnmsi 3Ha4eHHs:

Idle (OuikyBaHHS)

Work (Pobota / AKT1BHWI)

Manual (Py4Huin)

Inactive (BumkHeHo / HeakTnBHMiA)
Updating (OHoBReHHs)

r naxi Tuny “oit”

Moxnuei 3HaueHHs: 0 (MM y ctani odikyBaHHs), 1 (MM nogae xuBneHHs y
NaHLIor HaBaHTaXeHHS)

MapameTpu nepepatoTbesi bpokepy y dopmati JSON. Hanpuknag: {“m”:"Idle”,”r":0}

IcHye 6e3niy MQTT-knieHTiB MOBINbHMX, AECKTOMHUX Ta BE6-3aCTOCYHKIB 3a OMOMOrOK SIKUX, NpU
HasiBHOCTi pgoctyny Ao Opokepa (iHTepHeT/iHTpaHeT 3'efHaHHs), 3'SBMSETbCS MOXMUBICTE 24/7
30iCHIOBATN MOHITOPUHI nNpucTpoto 0T. |, BaxknvBa nepesara npu LbOMY, Lie He CTBOPIOE [0AATKOBOIO
HaBaHTaXXeHHs1 Ha cam loT-npunag, ave. man. 25.

Heski 3actocyHkw, Hanpuknag MQTT Explorer gossonsioTb HasiTb OyayBatu rpadikv ans

uncnosux paHux. Came Takuh rpadpik nokaszaHo Ha Man. 26 gna  napametpy  “r’.
= "m": "Idle”,
_ R
4 "m": "Work",
~ o+ "rtr 1

Comparing with previous message: -2 lines

[91]

man. 25 OtpumaHo nosigomneHHs Big MMM y 3actocyHky MQTT Explorer
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man. 26 Mpadik aonsa napametpy “r

Okpim ny6nikauii nosigomneHb LITE+ Takox nignvcaHuin y Gpokepa, 3 $SKAM BCTaHOBIIEHO
3'e[iHaHHA Ha nosigoMneHHs Big By3na (node) [IM'A MPUCTPOO)/cmd, Hanpuknaa: LITEMQTT/cmd

https://iht.com.ua/

O X

y 3actocyHky MQTT Explorer

3aBasikm LbOMy € MOXNMBICTb Hagcunatu go MMM komanan, gue. Tabn. 13

Tabnuusa 13 MQTT komaHan

Komanga

[eTtanbHuii onuc

on

TPCRY

Popmar: {“c”:"on”}

MepeBoaunTb MMI1 y pyuHuii pexum, 3a ymosu, wo NMI1 He nepebyBae y pexumi
nomunku abo He nepeBefeHUIA y aBapiliHy 3ynuHKY. TpUBanicTe Py4YHOrO pEXUMY
0obupaeTbCs 3rigHO 3ararnbHMX HanalTyBaHb.

Ak pesynstaT 06pobku KOMaHAW NPUCTPIN ogpa3dy nybnikye BiANOBIAb Yy By30n
“tm” {*m”:"Manual’,r:1} Ta y kopeHeBuiA By30n TENEMETPIt0 CTapTy, Aka AUHaMIYHO
3MIHIOETBCA Y MPOLIECi M'SIKOro CTapTy Ta NoAanbLUoi pO6OTU HaBaHTaXEHHS.

off

Popmar: {"c":"off"}

3ynuHKAE pyyYHuin pexum Ta nepesoanTb MMMy pexuvm odikyBaHHS abo akTUBHUI
pPeXMM B 3anexHOCTI Bif HanawTyBaHb po3knagy.

Ak pesynstaT 06pobkM KOMaHAW NyOniKyOTECS BiANOBIAHI NOBIAOMINEHHS.
{*m”:"Idle”,r:0} abo {"m”:"Active”,r:1} BinnosigHo.

M1 npoirHopye komaHAy, SKLO BXe 3HaX0QUTLCS HE Y PYYHOMY PEXUMI.

stop

Popwmar: {"c":"stop"}

KomaHga gunctaHuiiHo nepesogutb MNMI y aBapifiHy 3ynuHKy.

Ak pesynbraT 06pobkM KOMaHAN NUCTPIV oapaly nybnikye BiANOBIAb
{*m”"Inactive”,r:0}

M1 npoirHopye komaHAy, SKLO BXe 3HaX0QUTLCS Y aBapiniHOMY PeXuUMi.

Bci komaHam nepepatotbes y cpopmati JSON. lNepeBaxHa 6Ginbwicte MQTT-kMiEHTIB BMIilOTb

ny6nikyBaTy NOBIAOMIIEHHSA Ha BKa3aHU y napameTpax By3O0r.

Hwxuye npointocTpoBaHui npuknag nybnikauii KoMaHau YBIMKHEHHSI PYYHOro pexumy, man. 27,
icTopis HagcunaHHa koMaHa, man. 28 Ta BignoBidb Big npuctpoto LITE+, man. 29 y 3actocyHky MQTT

Explorer.
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Topic
LITEMQTT/emd" X
raw xml json

O

© @

{"c":"on"}

QoS 0 -

[] retain

man. 27 MNy6nikauis kKoMaHaW YBIMKHEHHSI PYYHOTO PeXuMy

¥ History

LITEMQTT/cmd"

{!ICH. "on"}

man. 28 Ictopis ony6nikoBaHUX KOMaHz

N

"m™: "Idle",
"r": @

"m": "Manual”,
L |

Comparing with previous message: -2 lines

man. 29 Bignosigb Ha ony6nikosaHy komaHgy Big MMM

3BepHiTb yBary, komaHaa nepesefeHHs MMMy pexum aBapiiHOi 3ynuHKn “stop” He
Mae napHOi KOMaHOW BWMBEAEHHS 3 UbOro pexumy. Lle nos’sisaHo 3 Tum, wWwo B
aBapiiHoMy pexumi 38’530k 3 MQTT-6pokepom nepepmBaeTbcs, Npo Lo GinbLu
AeTanbHO ckasaHo y HacTynHomy po3agini “ObmexeHHs MQTT”. Lle osHavae, wo
BuBectn Ml 3 aBapinHOro pexumy y pobounii pexum nicnst komaHau “stop”,
nepegaHoi 4epes MQTT, MOXNMBO TinNbky nig’€AHaBLUMCL A0 MPUCTPOID 3a
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Aonomoroto Be6-33CTOcyHKy abo i3NYHOIO KHOMKOIO YM NepesaBaHTaXMBLUK MOro Yepes nepepuBaHHs
XKXUBINEHHA.

https://iht.com.ua/

O6mexeHHa MQTT

Ak Bxe BigmiveHo y naparpadi “HanawtysaHHs MQTT” uel cepBic Moxe npautoBaTh siK MiHIMyM
3a [IBOMa NpoToKonamu - HesaxuileHomy (BigkpuTomy) mqtt:// Ta 3axuweHomy (3akputomy) mqtts://.
Jlitepa “s” (secure - 3ax1CT) came BKasye Ha Lie.

Y HesaxuvweHomy pexumi Aani Mk MQTT-knientom Ta MQTT-6pokepom nepegatoTbes y
HelwmdpoBaHOMy BUMSAAI, WO cTBOploe Hebesneky nepexorneHHs TCP-naketie (TCP sniffing) Ta
3aBOMNOAIHHA AaHVMUK aBTOPM3aLii 3MOBMUCHUKOM 3 NOAanbLUMM BTPyYaHHSIM y pobOTy mpucTpoio 3a
ponomoroto komaHg MQTT (3BiCHO, WO 3NOBMUCHWK MOBUMHEH 3HaTWU opmMaTtu KOMaHA, ki cnpynmae
loT- npucTpiit). He3axuweHi 3’eaHaHHA y NyGniyHin Mepexi Hapasi € Bpa3nMBMMU, HeGaXXaHUMM i
nepeBaxHa GinbLlWicTb KOMNaHiN, WO HaAaTb NOAIOHI NOCNyru MirpyTb Ha 3axuLLieHi cepBicu.
Hanpwvknap ans Be6-3actocyHkiB 3 http:// npotokony Ha https://.

TakuM YMHOM BIOKPUTI 3'€QHAHHS 3anuLLIMNUCE Y BinNbLUOCTI BUNAAKIB TiNlbKM Yy 3aXMLLEHUX 330BHI
danpBonoM iHTpaHeT Mepexax. AKLIO NNaHyeTbCs PO3ropHyTU rokanbHun MQTT-6pokep BcepeauHi
noKanbHOI Mepexi, TOAI Le UINKOM MPUAHATHUIA BapiaHT. Y KpalHbOMY BUNafKy, SKLWO obmpaeTtbes
30BHIWHIN (xmapHuin) MQTT-6pokep 3 npotokonom mgqtt://, To BapTo oTpumatu y nposangepa
ctatuyHy IP-agpecy Ta BuGUpaTU Takuii XMapHUii cepsic, sikuii nepegbavae npue’'sa3ky asTopusadii 4o
uiei agpecw.

Y BapiaHTi 3 3axueHnM 3’edHaHHsM 3 npoTokonoM maqtts:// (Tak 3BaHe SSL/TLS 3’egHaHHs)
3Ha4yHO 3poCTalTb BMMOrM A0 pecypciB onepatuBHoi nam’aTi (Of1) knieHTa. Lle nos’sasaHo 3 Tum, Lo
Ons  wudpyBaHHA AaHUX KNieHT Ta Opokep BUKOPUCTOBYIOTb NyOMiYHUIA Ta NpPUBATHUIA  KITHOMi
cepTudikaTy BiAMOBIAHO, SKUIA PO3MilleHN y Gpokepa ANs OTPUMAaHHA CUMETPUYHOrO Kr4a Ans
nofanbLIOoro LWNGpPYBaHHS NepeaaHnx Ta NPUAHATUX AaHWX.

[nsi CTBOPEHHS1 3axuLLEeHOro 3’egHaHHA HeobxigHo npubnusHo 28-29 Kbant Oll. Y noganbLuomy,
nicnsi CTBOPEHHS 3akpuUToro 3’egHaHHs, notpedu B Ol 3ameHLWwyoTbest Ao NpubnuaHo Big 6 ao 20 Kb.

Ha xanb loT-npucTpoi 3aebinbLioro He MoXyTb NOXBanUTUCL GaraTMu pecypcamu, TOMy L0 npu
X CTBOPEHHiI METOo0 € 3poBUTU NPUCTPI K HANMEHLLMM, EHEPro EKOHOMIYHMM Ta AeLLeBUM.

LITE+ 6e3 cTtBopeHHs po3knagy Ta 6e3 nig'eaHaHHs o MQTT onepye npubnusvo 32-34 Kb
BinbHOI Ol i, sk BXe 3asHayanocb paHiwe, yum 6Ginblie paeTanizauis posknagy, Tum Oinblue
CMOXWBAHHA NaM’ATi.

[nsa BuvpilleHHs auneMn MiX AediuMToM pecypciB Ta iX AOCTATHbOM KIMbKICTIO ANS CTBOPEHHS
3axuLLeHoro 3'egHaHHs  Oynu po3pobneHi creuianbHi METOAM MPU CTBOPEHHI 3axyLLEHUX CepBiciB. Y
Bepcii npotokony TLS 1.2 gogaHo MOXNMBICTb pparMeHTaLii NakeTiB, WO A03BOMSE 3HAYHO 3MEHLUNTU
notpe6u OIN ans loT npucTpoiB.

Yu 6yae npautoBatu MMM 3 xmapHumn MQTT-6pokepamu, WO He NiATPUMYHOTbL HaWHOBILWI
Bepcii TLS 1.2 Ta Buwwe?

Bignosigb no3uTvBHA - Tak. Ane NpuUCTpii y Takomy pexumn byae BiavyBaTn NOCTiNHUIA AediumT
Orll, ocobnueo, siKWoO po3knag Oyae cunbHO AeTanisoBaHuM i noTpebyBatume GinbLuoro ii 06’emy.
Hanpvknag, npu nepexogy 3 AeTanisauii Kpoky y 5 xBunvH Ha getanisauiio 3 Kpokom 1 xBunuHa
notpebu B 06’emi Ol 3pocTatoTb y 5 pasiB Ha koxHy Aoby. Lle HaBiTb Moxe npu3BecTn Oo cuTyaii,
KOnw BiKpUTK BE6-3aCTOCYHOK BUSIBUTBCH HEMOXIUBUM, TaK SIK 3aBaHTaXEHHS CTOPIHOK Ta rpadhivHmx
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eneMeHTIB TakoX Bumarae nesHoro o6’emy Ol1. Cam MMI 3anuwnTbCa npauesgaTtHUM Ta NPoJoBXUTb
BWKOHYBATW MNOTOMHMIW po3knagd. Ane HEeMOXNMBICTb BIAKPUTTA CTOPIHOK CTBOPKE | MEBHUN
OVCKOMOPT | YHEMOXIMBIIOE pedaryBaHHs HanawTyBaHb. [Ins NOM'sKWEHHS UMX CKNagHOLLiB npu
ctBopeHi LITE+ 6yno BupiweHo nepepuBaTu 3’e¢gHaHHA 3 MQTT-Gpokepom npu nepeBeAeHHi
NMPUCTPOIO Y PEXMM aBapinHoi 3ynuHkun. BuseaerHs MNMMI 3 aBapiiHoro y 3BM4anHuin pexunmM iHiliroe
npoLec BiAHOBNEHHS NepepBaHoOro 3'€4HaHHS.

Takvm 4YMHOM, SIKLLO BUKOPUCTOBYETLCA 3acTapinuin npotokon TLS + MQTT-3’egHaHHa akTuBHe +
[OCTynHOi onepaTuBHOi nam’aTi meHwe 8 KB Ta noTtpibHO 3pobuTy 3MiHM Yy HanawTyBaHHSIX, TO
anropuTMm A HaCTYMHWUIA:

1) nepesectu MNMI1 y aBapiiHy 3ynuHKy;

2) BiOKpuTK BEO-3aCTOCYHOK, 34iNCHUTM pefaryBaHHs HeoOXiAHUX HanalwTyBaHb Ta 36epertu ix;

3) BuBecTu M1 3 pexumy aBapifiHOi 3ynuHKW. (AKLLO CTOpiHKa Be6-3aCTOCYHKY BXe BiKpuTa,
TO, HaBiTb 3a BigHoBNeHHA MQTT-3’egHaHHSA, AaHi Ha CTOPIHLi MPOAOBXaTb OHOBIOBATUCH B
peanbHOMy 4aci. Ane cnpoba nepenTy Ha iHWY CTOPiHKY Beb-3acTocyHky abo BigkpUTM
Beb-3aCTOCYHOK 3 iHLIOro NpucTpoto Byae HeBaanoto vYepes Gpak ON).

Migcymosytoun ...

Havikpawmii Bubip (6e3 6yab-akvx yHKUOHANbHNX obMexeHb) - NyOniYHniA XMapHuii cepsic 3
niagTpumMkoto npotokony TLS 1.2+ abo nokanbHuii cepsic 6e3 ceptudikaTty (HesaxulleHe 3'eAHaHHS),
ane 3a ganpsonom.

Moxnusi obmexeHHs dyHKLUioHany Yepes3 aediunt pecypcis MNMI1 - My6niyHuiA xmapHUI cepsic 3
nigTpumkoro TLS Hmkue 1.2.

Pusnk nepexonneHHst Tpadiky Ta AaHux aBTopu3aalii - NybniYyHUiA XMapHUin cepsic Mo BiOKPUTOMY
NpoTOKOny.

36epexeHHs Ta BigHOBNEHHS HanawTyBaHb

Mepexia Ha cTOpiHKYy 30epexeHHs Ta BiQHOBIEHHS HanalwTyBaHb 3AINCHIOETLCS KIKOM
iKOHKM, Lo BUAiNeHa 4epBOHNM NPSAMOKYTHMKOM Ha man.30

Ha nnutui “36epexeHHa Ta BiAHOBNEHHA HanawTyBaHb”, Man. 31 po3TalloBaHi okpeMi
nnuTkn “KoHdirypauis” Ta “Posknag”.

Takvm 4nMHOM, po3knag 36epiraeTbCa B OKpeMuin dhann i )XOAHUM YMHOM He TOpKaeTbCH BCiX
iHWKWX napameTpiB KOHdirypauii npucTpoto. PyHKUIOHANbHO LA NAUTKa aHanoriyHa nnuTtui
“PesepBHa konisi”, man.22.

[c) IHT Nta. Bepeir 1.0

man. 30 MNocunaHHs Ha CTOPIHKY OHOBMEHHS MIKpOKOAY Ta HanalwTyBaHb

Lle piweHHs1 go3Bonsie CTBOPUTM J0AaTKOBUIA BUMIp po3knagi. Tob6To, MoXHa CTBOptoBaTh
po3Kknaj He TiNbKW NO OHAM TWKHA Ta rogvHax, ane 1, Hanpuknag, CTBOPUTK Ta NigBaHTaxysBaTh
OKpeMi po3knagu Mo cesoHax, Mo BiA'i3Ai y BignycTKy Ta npubyTTi 3 BiANYCTKM, OKPeMo AnNS
CBATKOBUX AHIB Ta poboymx, TOLLO.
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36epexeHHA Ta BIQHOBNEHHA HanawTyBaHb

Kondirypauis

JaBaHTaMUTK

| Bubpatw dhain | Daiin He embpaHo OHoBuTH

Posknan

SaBaHTaMUTI

| Bubpatv dhaiin | Daiin He EMbpaHo OHoBuTYH

© IHT OTA. Bepcis 1.0

man.31 MnuTka “36epexxeHHs Ta BiAHOB/EHHS HanawTyBaHb”

danin koHdirypauii npy 3aBaHTaXXEHHI 3 MPUCTPOIO 3aBXAM Mae Ha3By settings.txt, a dpavin
posknagy schdl.json, Ane uj iMmeHa MOXHa 3MiHIOBaTN Marxe AOBINIbHUM YAHOM.

OOMeXeHHst Mpu 3MiHi Ha3BK dharny CTOCYTbCA NEBHOrO, LO3BONEHOro Habopy CUMBONIB.
Hankpawe obmexutucb nitepamu naTtuHCbKoro —andwasity, uudpamm Ta CUMBONaAMM
nigKpecneHHsi, Ayxkamu Ta Tupe. 3aranbHa [OBXWHA iMEHI He NoBWHHa nepeBwlyBatn 31
CUMBOTT.

[ns oHoBneHHs cbainny noTpibHO crnoyaTky BUOpaT BiAMNOBIgHWI haln a NoTiM HaTUCHYTU
KHOMKY “OHOBUTK”. AKLLO OHOBMEHHS NPOMLWO 6e3 NOMUIOK, TO MPUCTPIV Nepe3aBaHTAXUTLCS i
HOBI AaHi OyayTb niaxonneHi. B iHWoMy BUNagky 3'9BUTbCA NOBIAOMIIEHHS MPO MOMWIIKY.

apaHTis

[apaHTiiHi 3060B’s13aHHS PO3MOBCIOAXKYIOTECS Ha AedekTn maTepianiB Ta 36MpaHHA NpUCTPOLD
BMPOAOBX 12 MicsAUiB 3 AHA NPOAAXY NMPUCTPOIO.

HecnpaBHi npuctpoi matoTb 6yTn NOBEPHYTI ONTOBOMY NPOAaBLEBI.

[apaHTiiHi 3060B’s13aHHA HAcTaloTb TiNbKM Yy TOMY BUMaAKy, Konu cryxba SKocTi BUpobHuka He
BCTAHOBWMA, WO npuynHa AedeKTy € HacrnigkoMm Headanoro BUKOPUCTAHHSA,  TEXHIYHOro
cynpoBogy (MOLIKOAKeHO Nnomby, MexaHivHi AedeKTn KopMnycy Y Knem TOLLO...) Yu MOPYLUEHHS
HOpM ekcnnyaTauii.

PeknamaLito KOpUCHO CynpoBOANTM NOBIAOMIEHHSIM NPO MOXIMBI MPUYNHN HECNPABHOCTI.

<]
MigTpumka: L‘H

IHCTpYyKUis KopucTyBaya
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